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SUMMARY

Highly motivated and detail-oriented professional with 1.2 years of hands-on experience in Security Operations
Center (SOC) analysis and cybersecurity administration. Proven ability to monitor security alerts, conduct
incident response, and optimize security tools to safeguard organizational assets. Transitioned from a business
consulting role to specialize in security data analysis and threat detection. Strong analytical skills combined with
a solid understanding of cybersecurity principles and technologies.

EDUCATION

Chitkara University, India

Bachelor's Degree in Computer Science
2016 - 2020

Vancouver Community College

Post Graduate Diploma in Cyber Security
2020 - 2022

TECHNICAL SKILLS

o Security Operations Center (SOC)

o Threat Detection

o Log Analysis

o SIEM (Security Information and Event
Management)

e IDS/IPS (Intrusion
Detection/Prevention Systems)

o Endpoint Security

o Network Security

o Firewall Management

o Vulnerability Management

o Patch Management

o Malware Analysis

o Threat Intelligence

e Security Assessment

¢ Penetration Testing

o Risk Assessment

o Cyber Threat Hunting

« Digital Forensics

o Security Tool Administration

PROFESSIONAL EXPERIENCE

Security Analyst (Transitioned from Business
Consultant)
ClickLabs | May 2021- June 2022

o Transitioned into a security-focused role, handling security data
analysis and threat detection.

o Developed and implemented security policies and procedures to
enhance data protection and compliance.

o Monitored security alerts using SIEM tools such as Splunk to
identify potential threats and security incidents.

o Conducted incident response procedures to contain and
mitigate security breaches and vulnerabilities.

o Managed firewall policies and rules to ensure network security
and compliance with industry standards.

o Performed vulnerability assessments and patch management to
mitigate risks and strengthen system defenses.

o Conducted forensic analysis and malware investigations to
identify root causes of security incidents.

o Produced detailed reports on security metrics, trends, and
incident response activities for stakeholders.

Business Consultant
ClickLabs | July 2020 - May 2021

Experience in SaaS sales, sales operations, team management &
account management with C-level executives of companies across
multiple products & geographies.

o Expanded customer base through cold calling, networking, and
relationship building.

o Increased sales revenue by identifying and targeting high-
potential accounts.

o Enhanced client satisfaction by addressing concerns promptly
and providing exceptional service



http://www.vasuchaudhary.com/

TECHNOLOGIES

Splunk

Snort

Palo Alto Networks
Nessus

Metasploit
Wireshark

FTK (Forensic Toolkit)
Kali Linux

Linux CSI

Packet Tracer
Fortigate

Nagios

SOFT SKILLS AND ATTRIBUTES:

Problem-Solving
Attention to Detail
Team Collaboration
Communication Skills
Incident Handling
Adaptability

Critical Thinking
Time Management
Documentation Skills

CERTIFICATIONS

SOC Analyst | LetsDefend.io

Digital Forensics Essentials | EC-Council
Security+ | Udemy

Ethical Hacking from Scratch | Udemy

Dotnet Developer
Amber Infotech | 2019 - 2020

o Participated in code reviews, ensuring adherence to established
programming guidelines while maintaining code quality across
the team.

o Devised innovative solutions to complex technical challenges,
improving overall application stability.

o Implemented robust security measures for safeguarding
sensitive data and protecting against potential threats.

o Mentored junior developers on coding standards and practices,
fostering a positive learning environment within the team.

IT Support

Teleperformance | 2019

o Provided technical support to customers via phone, assisting
with software and hardware issues for both Android and iOS
devices, as well as laptops and PCs.

o Demonstrated strong problem-solving skills by troubleshooting
and resolving issues efficiently.

e Collaborated with team members to share knowledge and
improve overall support processes.

o Applied knowledge gained from coursework in PC hardware
troubleshooting to effectively diagnose and resolve hardware
and software-related issues.



